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Abstract—With the introduction of cloud computing, more and more people tend to store their data in the cloud. Initially, 

secure keyword search over encrypted cloud data has attracted many researchers recently. Whereas most of recent 

researches are based on an assumption that the cloud server is honest, where the search results are not verified. Here, we 

consider a model, where the cloud server may behave dishonestly. Based on this model, we explore the problem of result 

verification for the secure ranked keyword search. How many data owners exchange their data that is used for verifying 

the cloud server’s misbehavior or which data owners are involved is not known to the cloud server. And also by our 

verification the cloud server cannot know which data owners’ data are embedded in the verification data, or how many 

data owners’ verification data are actually used for verification. Once cloud server behaves dishonestly, he should be 

discovered with a high probability, and punished seriously once discovered. Further, we propose to minimize the value of 

parameters used in the secret verification. 
 

 

Index Terms—Cloud computing, dishonest cloud server, data verification.  

________________________________________________________________________________________________________ 

I. INTRODUCTION  

Cloud computing is defined as using the computing resources (hardware and software) that are delivered to user as a service on 

request over a network (typically the Internet). The name comes from the common use of a cloud-shaped symbol as an abstraction 

for the complex infrastructure it contains in system diagrams. Cloud computing entrusts remote services with a user's data, 

software and computation. Cloud computing consists of hardware and software resources made available on the Internet as 

managed third-party services. These services typically provide access to advanced software applications and high-end networks of 

server computers. 

Services Models: 

             Cloud Computing comprises three different service models, namely Infrastructure-as-a-Service (IaaS), Platform-as-a-

Service (PaaS), and Software-as-a-Service (SaaS). The three service models or layer are completed by an end user layer that 

encapsulates the end user perspective on cloud services. Cloud provides tremendous benefits including easy access, 

decreased costs, quick deployment, and flexible resource management . Enterprises of all sizes can leverage the cloud to increase 

innovation and collaboration. Although cloud computing brings a lot of benefits, for privacy concerns, individuals and enterprise 

users are reluctant to outsource their sensitive data, including private photos, personal health records, and commercial confidential 

documents, to the cloud. Because once sensitive data are outsourced to a remote cloud, the corresponding data owner directly 

loses control of these data. The Apple’s iCloud leakage of celebrity photo in 2014 has furthered our concern regarding the cloud’s 

data security. Encryption on sensitive data before outsourcing is an alternative way to preserve data privacy against adversaries. 

However, data encryption becomes an obstacle to the utilization of traditional applications, e.g., plaintext based keyword search. 

To achieve efficient data retrieval from encrypted data, many researchers have recently put efforts on secure keyword search over 

encrypted data. A compromised cloud server would return false search results to data users for various reasons: 1) The cloud 

server may return forged search results. 2) The cloud server may return incomplete search results in peak hours to avoid suffering 

from performance bottlenecks. There are some researches that focus on search results verification. However, these methods 

cannot be applied to verify the top-k ranked search results in the cloud computing environment, where numerous data owners are 

involved. The Data owners encrypts their files and provide an index value to the file along with the verification data and upload it 

into the cloud server. Trapdoor is generated to user on requesting the cloud server by the Data user. File decryption keys are 

exchanges between the data owner and data user. 

 For file encryption and decryption, AES (Advanced Encryption Standards) algorithm is implemented here. The pseudo 

code for AES key Expansion is given below. 

 

KeyExpansion(byte key[16], word w[44]) 

 { 

    word temp  

        for(i = 0; i < 4; i + +)  

           w[i] = (key[4*i], key[4*i + 1], key[4*i + 2], key[4*i + 3]); 

       for(i = 4; i < 44; i + +)  

   {  

      temp = w[i – 1]; 
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          if ( i mod 4 = 0)  

                temp = SubWord(RotWord(temp)) ⊕ Rcon[i/4]; 

                w[i] = w[i-4] ⊕ temp  

   }  

 } 

 

 

To generate the Trapdoor, MD5 algorithm is implemented  here. 

 

 

 
 

 

Fig. 1: Structure of MD5 Algorithm  

 

 

II. PROPOSED SYSTEM : 

 There are many instances where the cloud server probably misbehave an misuse the user data. Based on this problem we 

proposed system which provide high security for the user data. Here the user uploads his files by  encrypting them. Thereby 

generating a trapdoor for his file to provide much security. If the user suspects the cloud server as dishonest then he can 

perform a secret verification. This verification scheme is different from other as it involves secure ranked keyword search. By 

our verification the cloud server cannot know which data owners’ data are embedded in the verification data, or how many data 

owners’ verification data are actually used for verification. 

 

III. SYSTEM ARCHITECTURE: 

 

 The system architecture consists of data owner, cloud server and the data user. The functionality of  each module is  

explained here. The cloud server may be honest or dishonest. Based on the cloud  server behavior we can decide whether 

verification should be performed or not 

 

Data Owners: 

Data owner uploads files into the cloud server which can be verified and deleted by the data owner. They extracts keywords from 

his file collection and constructs He exchanges these file IDs and relevance scores as anchor data with other data owners 

uniformly at random. 

 

Data Users: 

Authorized data user wants to perform a ranked (top-k) secure keyword search over these encrypted files, he first generates his 

trapdoor (encrypted keyword) by requesting the cloud server and submits it to the cloud server. After Server Response, authorized 

data user decrypts his search results 
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Fig. 2: Architecture of verifying secure ranked keyword search result in cloud computing 

Cloud Server: 
Each data owner outsources his encrypted files to the cloud server. On receiving the search request from user, the cloud server 

searches locally and returns the top-k relevant data files. The authorized data user decrypts his search results. He sends the 

trapdoor and secret key as response to the data user.  

 

Verification: 

A data user can verify the correctness of search results belonging to a specific data owner. The encryption of the string is used as 

each owner’s verification data. Data users construct a verification request, and indicate the size of verification data buffer. Cloud 

server operates on the encrypted data and returns the verification data. Finally, data users decrypt the returned search results and 

verify whether misbehavior occurs. 

 

IV. RESULTS 

 During the whole process of verification, the cloud server only conducts computation on cipher-texts. Therefore, he does 

not know how many data owners’ verification data are actually used for verification, or which data owners’ data are embedded in 

the verification data buffer. 

 

 
 

Fig. 4: Encrypted data of the data owner to upload a file into the cloud server. 

 

The data owner uploads his file into the cloud server. Before uploading the file data owner encrypts his file using an encryption 

algorithm and cloud  server provide a trapdoor to ensure security for owner file. The above fig.4 shows the encrypted data of the 

file with a trapdoor. 
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Fig. 5: Requesting a File by Data user. 

To download a file from the cloud server the data user should first search the file in the cloud using a keyword. If the files related 

to the user keyword is present then cloud sends the owner details to user and then the user request the file by owner name and file 

name as shown in above fig.5. 

 

 
 

Fig. 6: File response send to cloud server. 

 

Once the request is send to the cloud server by the user the response is created by cloud by proccesing the request. 

 

 
 

Fig. 7: Top-K ranked files. 

 

The cloud server can  view the top-K ranked files. Rank is given to each file based on the no. of downloads.  
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Fig. 8: Trapdoor and Secret Key generated by cloud server to download files. 

 

The data owner after receiving  the response from the cloud  server he can download the file by using the secret key and Trapdoor  

which is provided by the cloud. Without using this secret key and trapdoor if user tries to download then cloud recognize the user 

as  misbehaved user.  

 

 

 

 
 

Fig. 9: Through-put generated for files in cloud server. 

 

 

Here we can view the through-put of the downloaded files using the graphs for each file that is uploaded in cloud server. 

 

V. CONCLUSION: 

Verification for the secure ranked keyword search was performed, where cloud servers would probably behave dishonestly. 

During the whole process of verification, the cloud server is not clear of which data owners, or how many data owners exchange 

anchor data used for verification, he also does not know which data owners’ data are embedded in the verification data buffer or 

how many data owners’. When any action is detected as suspicious, data owners can dynamically update the verification data 

stored on the cloud server. The files uploaded to the cloud are encrypted so it provide much security for user files and it is 

impossible to misbehave here. 
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